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Government Application 

A gateway to segregate the LAN email from smartphone e-mail 

Government enterprises can utilise janusGATE Mobile to operate as a transfer Cross 
Domain Solution (CDS) to provide distinct security domains for the e-mail within the 
enterprise's LAN (high) and the e-mail on the smartphone network (low). 

In general, the security rating of a network is the security rating of the lowest rated 
device connected to the network. If a smart phone is considered to have a security 
rating of IN-CONFIDENCE and it is to synchronise with an Exchange server on a 
network with a PROTECTED rating, janusGATE Mobile can control the e‑mail flow 
from the e‑mail server to the smartphones. Specifically, it can detect messages with 
a security classification higher than the security rating of the smart phone. Those 
messages (with a high security classification) are not delivered to, and most 
importantly not stored on the smartphone. 

If necessary, mobile access to sensitive information can be provided by Microsoft 
Outlook Web Access (OWA), which can be configured so that no attachments are 
available to browsers. This minimises the amount of information that can be stored 
on the  smart phone. In this fashion, janusGATE Mobile notifies the recipient that a 
sensitive message is available using the smart phone's native e‑mail client, and 
Outlook Web Access provides secure access to the message. The smartphone user 
accesses messages of low sensitivity using the smartphone's native e‑mail client. 

janusGATE Mobile can also detect and redact sensitive numeric identifiers, such as 
social security numbers and taxation file numbers. This reduces the security risk to 
the enterprise so that private and sensitive information is not accidentally delivered 
to, and stored on the smart phone. 
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Evaluate 

To evaluate, go to janusNET's evaluation page: www.janusnet.com/evaluate, or 
send an email to mobile@janusnet.com. 

More Information 

 

About janusNET 

janusNET was founded in 2004 following 11 years of research, development and in-
novative thinking around security for electronic information.  

janusNET develop solutions and manufacture products for companies to enforce 
security classification policies.  

janusNET solutions are deployed globally to both government and private enter-
prise.  

janusNET also support a wide range of desktop productivity tools, with the ability to 
integrate into other information systems. 

web www.janusnet.com/janusGATE/Mobile 

e-mail mobile@janusnet.com 

call Australia: 1300-795-078 
International: +61 2 9962 8141 

Head office 75 Miller St, North Sydney, NSW 2060 Australia 
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